
www.vimro.com



ADVANCED
SECURITY SERVICES
In the hands of enterprise security experts

Intrusion Detection and Prevention (IDS / IPS)

Cyber-attacks frequently use a "D-Day Landing Approach,” where the hackers launch multiple 
combinations and levels of attack to bring an infrastructure down. To address these challenges, VIMRO 
complies with the National Institute of Standards and Technology’s (NIST) SP-800-94 – Guide to 
Intrusion Detection and Prevention Systems (IDPS), and implements the industry-best practices 
including Rapid Security Log Management and Response (RSLM&R).



ADVANCED SECURITY SERVICES OVERVIEW
Achieving the outcome of a secure enterprise requires a team of highly trained security experts that can analyze, audit, and 
implement a tailored solution across all IT layers. The optimal team includes trusted experts that are fully certified, have proven 
records of accomplishment, and are customer-focused. The result is a 360-degree data protection ecosystem that meets current 
and emerging security standards while adhering to stringent compliance mandates, governance mandates, and budget 
restrictions. VIMRO helps enterprises profile the threats against them based on cumulative intelligence, and then provides 
services and solutions to help address these threats. We deliver a comprehensive security outcome and also make sure enterprises 
meet industry standards.

VIMRO delivers a comprehensive enterprise security 
portfolio including:

• Enterprise Security Auditing
• Intrusion Detection and Prevention (IDS/ IPS)
• Network Security and Accounting
• DDoS Mitigation Services.

• Event and Log Management
• Vulnerability Assessment and Penetration Testing
• Specialized Security Services (Governance, Compliance 

and Certification)

EVENT AND LOG MANAGEMENT
Event monitoring is a critical aspect of a balanced security ecosystem. VIMRO provides Security Information and Event 
Management (SIEM) services that deliver real-time analysis of security alerts generated by network hardware and applications. 
SIEM is sold as software, appliances or managed services, and is used to log security data and generate reports for compliance 
purposes.

VIMRO delivers analysis, planning, and implementation of:

Data aggregation
Log management aggregates data from many sources, 
including network, security, servers, databases, and 
applications. This gives us the ability to consolidate 
monitored data and thus avoid missing crucial events.

Correlation
Searches for common attributes and links events together 
into meaningful bundles. This technology lets us perform a 
variety of correlation techniques to integrate different 
sources, which turns data into useful information. 
Correlation is typically a function of the Security Event 
Management portion of a full SIEM solution.

Alerting
Includes the automated analysis of correlated events and 
produces alerts to notify recipients of immediate issues. 
Alerting can go to either a dashboard or a third party channel 
such as email.

Dashboards
Tools can turn event data into informational charts to make 
patterns more noticeable. They can also identify activity that 
does not form a standard pattern.

Compliance
Applications can automate the gathering of compliance data 
and then produce reports that adapt to existing security, 
governance, and auditing processes.

Retention
Employs long-term storage of historical data to facilitate 
correlation of data over time and to provide the retention 
necessary for compliance requirements. Long-term log data 
retention is critical in forensic investigations as it is unlikely 
that a network breach will be discovered as it is occurring.

Forensic analysis
Features the ability to search across logs on different nodes 
and time periods based on specific criteria. Forensic analysis 
mitigates the need to aggregate log information manually.



How do you truly know that your critical data and 
infrastructure are secure? VIMRO can answer this question 
with our Security Testing and Assessment (ST&A) services. 
According to NIST SP 800-115 – Technical Guide for Security 
Testing and Assessment, an information security assessment 
is the process of determining how effectively an entity being 
assessed (e.g., host, system, network, procedure, person, 
etc—known as the assessment object) meets specific security 
objectives.

• Testing is the process of exercising one or more assessment 
objects under specified conditions. This is used to compare 
actual and expected behaviors.

• Examination is the process of checking, inspecting, 
reviewing, observing, studying, or analyzing one or more 
assessment objects to facilitate understanding, to achieve 
clarification, or to obtain evidence.

• Interviewing is the process of conducting discussions with 
individuals or groups within an organization to facilitate 
understanding, achieve clarification, or identify the location 
of evidence. Assessment results are used to determine 
security control effectiveness over time.

VIMRO uses three types of assessment methods
to accomplish this: 

Testing   |   Examination   |   Interviewing

VULNERABILITY ASSESSMENT
AND PENETRATION TESTING

VIMRO has extensive experience in ST&A for 
both commercial and government enterprise 
and clouds-based ecosystems.

Validation / Verification:

• "Validation. The assurance that a product, service, or system meets the needs of the customer and other identified stakeholders. 
It often involves acceptance and suitability with external customers. Contrast with verification."

• "Verification. The evaluation of whether or not a product, service, or system complies with a regulation, requirement, 
specification, or imposed condition. It is often an internal process. Contrast with validation."

• VIMRO provides best-in-class IV&V to both commercial and government agencies.

You can add security layers, but the enterprise’s overall security ecosystem and validation practices ultimately offer the highest 
level of protection. VIMRO provides comprehensive Independent Validation and Verification (IV&V) that follows the 
recommendations set forth by the Project Management Institute – Project Management Body of Knowledge (PMBOK):

ENTERPRISE SECURITY AUDITING
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ENTERPRISE SECURITY AUDITING



HSPD-12 Compliant - Security Containment 
Facilities Planning (HSPD-12 - SCFP)

VIMRO is one of the few companies that can design, 
develop, plan, and implement Homeland Security 
Presidential Directive 12: Policy for a Common 

Identification Standard for Federal Employees and 
Contractors within a secure containment facility.

VIMRO complies with and delivers security guidance as 
issued by the National Institute of Standards and Technology 
(NIST).

VIMRO delivers Certification & Accreditation (C&A) in 
accordance with NIST SP-800-37 – Guide for Applying the 
Risk Management Framework to Federal Information 
Systems. This standard focuses on transforming the episodic 
information system certification and accreditation processes 
at federal agencies by reinforcing and specifying procedures 
for continuous monitoring and updating.

According to NIST computer security experts, the new 
procedures will enable organizations to respond more rapidly 
to cyber security threats. The Office of Management and 
Budget calls for in conjunction with additional security 
requirements described in the Federal Information Security 
Management Act of 2002(FISMA).

The new document, “Special Publication 800-37 Revision 1,” 
describes a Risk Management Framework that stresses 
security from an information system’s initial design phase 
through implementation and daily operations. It places equal 
emphasis on both defining the correct set of security controls 
and implementing them in a robust and continuous 
monitoring process.

VIMRO uses the best Security Practices recommended from 
this guidance to review, grade, certify, and accredit 
commercial and government security frameworks.

SPECIALIZED SECURITY SERVICES
(Governance, Compliance and Certification)

HSPD-12 Compliant - Security Containment 
Facilities Planning (HSPD-12 - SCFP)

VIMRO is one of the few companies that can design, 
develop, plan, and implement Homeland Security 
Presidential Directive 12: Policy for a Common 

Identification Standard for Federal Employees and 
Contractors within a secure containment facility.

VIMRO complies with and delivers security guidance as 
issued by the National Institute of Standards and Technology 
(NIST).

VIMRO delivers Certification & Accreditation (C&A) in 
accordance with NIST SP-800-37 – Guide for Applying the 
Risk Management Framework to Federal Information 
Systems. This standard focuses on transforming the episodic 
information system certification and accreditation processes 
at federal agencies by reinforcing and specifying procedures 
for continuous monitoring and updating.

According to NIST computer security experts, the new 
procedures will enable organizations to respond more rapidly 
to cyber security threats. The Office of Management and 
Budget calls for in conjunction with additional security 
requirements described in the Federal Information Security 
Management Act of 2002(FISMA).

The new document, “Special Publication 800-37 Revision 1,” 
describes a Risk Management Framework that stresses 
security from an information system’s initial design phase 
through implementation and daily operations. It places equal 
emphasis on both defining the correct set of security controls 
and implementing them in a robust and continuous 
monitoring process.

VIMRO uses the best Security Practices recommended from 
this guidance to review, grade, certify, and accredit 
commercial and government security frameworks.

SPECIALIZED SECURITY SERVICES
(Governance, Compliance and Certification)



THE VISION

“VIMRO’s Security and Networking Solutions and Services focus on measurable results and 
outcomes. Leveraging multidisciplinary teams comprised of handpicked experts, we design and 
implement a strong security and networking strategy. We are dedicated to delivering solutions 
and services that deliver the greatest business value for our clients.”
Vadim Hiekin, Founder and CEO.

THE MISSION

VIMRO's mission is to be a trusted partner to our clients by providing the most relevant, validated 
security and networking solutions in the industry. Our foundation is based on an exclusive 
community of vetted industry experts who are empowered by a culture of achieving measurable 
outcomes and results.A
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Vadim Hiekin - CEO and Founder
Vadim has been delivering exceptional technology solutions for over twenty years and is responsible for 
corporate strategy, organizational development, and growth at VIMRO. He has built a team of exceptional 
technologists focused on outcome-driven results and creating trust with clients.
Vadim’s background includes advanced enterprise architecture and software development for enter-
prise-level clients and various government agencies. Under Vadim’s guidance, VIMRO has evolved into a 
Professional Services firm specializing in mission-critical and high-availability data-center infrastructure 
solutions that touch on all aspects of the enterprise.

Alexander Chizhik - Chief Operating Officer and General Counsel
Alex Chizhik is VIMRO’s Chief Operating Officer and General Counsel. He ensures that corporate opera-
tions are strategically aligned to guarantee that VIMRO clients receive expected results and outcomes.
Before joining VIMRO, Alex served as a commissioned officer in the U.S. Navy Judge Advocate General’s 
Corps (JAGC), where he achieved the rank of Lieutenant Commander. With over 14 years of legal and 
business experience, Alex’s responsibilities include all aspects of financial, administrative, and regulatory 
compliance operations within VIMRO.

Andrew Gugel - Chief Technology Officer
Andrew Gugel is the Chief Technology Officer of VIMRO and is responsible for managing technical services 
and solutions. His breadth of experience in strategic and tactical networking and security services enables 
him to validate and deliver innovative, outcome-based client solutions. Andrew brings a distinctive combina-
tion of executive skills and entrepreneurial spirit, which he balances with a hands-on approach to technology.
Throughout the course of his career, Andrew has worked with a large number of Fortune 100 customers, 
Internet industry giants, and government agencies by leveraging advanced networking and security 
solutions to meet each client’s unique business needs.

Michael Horsch Fizz
Michael Horsch Fizz is VIMRO’s Chief Business Development Officer and Principal Analyst. With his broad 
and comprehensive knowledge of networking and security services and solutions, Michael serves CIO, 
CSO’s and operational executives by providing valuable and relevant analysis and solutions to guarantee 
client-defined results and outcomes.

With more than 20 years of consulting and advisory experience, Michael brings an in-depth understanding 
of currently available solutions to achieve networking and security operational excellence. Over his career, 
Michael has delivered over two thousand consultations to private equity and investment organizations 
regarding enterprise IT demands and latest products and services.
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